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1. This Privacy Notice

We encourage you to carefully read this Privacy Notice as it provides you with information about your
personal data being processed in connection with your access to and use of the Services. In this Privacy
Notice we explain which types of personal data we hold on you, how we collect and process such data,
how long we keep it, and so on.

In this Privacy Notice, personal data and personal information are used as synonyms and mean any
information that directly or indirectly identifies you as an individual, as well as any information that permits
the identity of an individual to whom the information applies to be reasonably inferred by either direct or
indirect means.

2. Definitions

Unless otherwise provided in this Privacy Notice, capitalised terms used in this Privacy Notice have the
meaning determined in the Mellow Terms of Service (the “Terms”). We encourage you to read the Terms
carefully as they affect your obligations and legal rights.

3. Contact Details

When we say “we”, “us”, or “our”, we mean G3M Labs S.A., BVI business company. With respect to
personal data collected when you access and use the Services, we act as a data controller, meaning that
we determine what data is collected, as well as the purposes and means of processing of your data, or
joint data controller depending on applicable circumstances as described below in this Privacy Notice.

We process your personal data in accordance with this Privacy Notice, and we endeavour to comply with
the applicable data protection legislation. If you have any questions regarding this Privacy Notice or the
processing of your personal data, do not hesitate to contact us at legal@mellow.finance.

4. Type of Data

The categories of personal data we collect depend on how you interact with us, use the Services, and the
requirements of the applicable laws. We collect and process the following types of personal data as
outlined below. Please note that we may also collect certain other information, which may be required
under the applicable laws.

Category of Data

Examples Description Other Comments

Wallet Data

https://mellow.finance/Mellow-Terms-of-Service.pdf
mailto:legal@mellow.finance


Wallet addresses This means a public address on
the respective blockchain network
associated with the relevant
Wallet. It constitutes a random set
of symbols assigned by the
respective blockchain network.

The Wallet address itself does not
identify you as an individual.
However, if such data is combined
with certain other data (such as a
name, email address, nickname,
etc.), it may become possible to
identify you as an individual and
thus, such a set of data may be
deemed personal information.

information about
transactions
associated with the
Wallet addresses

This may include information
about transaction ID, amount,
status, time and date, etc.

This data may be associated with
any person using various
blockchain networks and products,
not only users of the Services. We
may collect such information from
the publicly available data on
applicable blockchains.

Marketing Data

email address Email addresses may be
considered personal data.

Substack. In order to process the
Marketing Data, we use Substack
solution, which is operated by
Substack Inc., 111 Sutter Street, 7th
Floor, San Francisco, CA, 94104,
USA (“Substack”).

Our Role. Depending on applicable
circumstances, with respect to the
Marketing Data, we may act as a
data controller or a joint data
controller with Substack, meaning
that we jointly determine the
purposes and means of processing
of the Marketing Data. If Substack
is considered a joint data controller,
you may exercise your data
protection rights with respect to the
Marketing Data against both us or
Substack. However, with respect to
any other processing of your data,
Substack acts as an independent
data controller, and we have no
influence on such processing.
Substack processes your personal
data in accordance with its privacy
policy.

other data This may include any data that you
choose to provide us with via the
Substack functionality, for
example, in the comments section
to our publications.

https://substack.com/
https://substack.com/privacy
https://substack.com/privacy


Analytical Data

internet protocol (IP)
address

A unique address of a device,
which may help to identify your
approximate location (country, city,
region, ZIP code). For better
understanding, IP addresses are
expressed as a set of numbers, for
instance: 194.150.2.33.

According to the Google Analytics
documentation, the IP address is
anonymised (masked), so neither
we nor Google can identify the IP
address and precise location of a
particular visitor of the Services.

Google. Analytical Data are
collected via Google Analytics,
operated by Google Ireland Limited
and its affiliates, including Google
LLC (“Google”). More information
regarding Google Analytics is
available here.

Cookies. Google gathers
information by means of cookies.
Cookies are, in effect, small data
files that are placed on your device
and by which it is possible to
recognise this device when you
interact with or return to the
Services.

Aggregated Data. Google creates
reports, which contain the
aggregated information about the
use of the Services, where we do
not see any data pertaining to a
particular person. In other words,
we cannot identify you and your
actions from the other visitors and
their actions.

Role. With respect to Analytical
Data, Google acts as our data
processor. However, Google may
use such personal data for any of its
own purposes, in which case,
Google acts as an independent data
controller, and we shall not be
related to or liable for such
processing. You can learn more
about how Google processes
personal data in Google’s privacy
policy.

browser details This includes information about
the browser type and its version.

device details This includes information about
the type of device (e.g., computer,
tablet, or smartphone).

operating system This includes information about
the type and version of the
operating system on your device
(e.g., Windows 10, macOS version
12.4, etc.).

other information
regarding the use of
the Services

For instance, when you clicked a
certain button or made some input.

Contact Data

full name This may include your first name,
last name and middle name, if any.

Please do not provide personal data
unless it is reasonably necessary or
requested by us.

contact details This may include your email
address or social media contacts.

https://support.google.com/analytics/answer/2763052?hl=en
https://support.google.com/analytics/answer/2763052?hl=en
https://marketingplatform.google.com/about/analytics/
https://policies.google.com/privacy
https://policies.google.com/privacy


other data This may include any data
requested by us or data that you
choose to provide us with.

5. Data Use

Category of Data Description of Purposes Lawful Basis for Processing

Wallet Data To ensure the operation of the
Apps and enable you to use their
functionality.

To perform a contract with you. If
you act on behalf of an entity, our
legitimate interest to ensure the
access and use of the Services by
the entity you represent.To enable you to carry out

transactions, arising out and in
connection with your use of the
Services.

With respect to Wallet Data of
persons using blockchain networks
and products other than Services
— to analyse the public blockchain
information (e.g. math modeling,
strategy identification) to improve
the Services and their functionality.

Our legitimate interest to achieve
the mentioned purposes.

Marketing Data To provide you with marketing and
newsletter emails concerning the
Services, as well as general
updates.

Your consent.

To enable you to participate in the
community discussion and
comments section regarding the
relevant publication.

Analytical Data To analyse the use of the Services
and provide a better user
experience by improving their
functionality, usability, user flow
and interface.

Your consent. When you visit the
Services, you are able to opt out
from using Google Analytics. You
also may object to the collection of
personal data by Google Analytics
by downloading and installing a
browser add-on from Google.

Contact Data To respond to your inquiry. Our legitimate interest to respond
to your inquiry.

6. Processing Period

https://tools.google.com/dlpage/gaoptout


As a general rule, we keep personal data as long as it is necessary for the purposes it was collected. We
may process certain personal data longer than outlined below, if it is necessary:

(a) to meet our legal obligations under the applicable law;
(b) in relation to anticipated or pending legal proceedings; or
(c) to protect our rights and legitimate interests or those of third parties.

Category of Data Storage Period Rationale

Wallet Data Due to the nature of a blockchain,
the Wallet Data may be stored
permanently on the applicable
blockchain, not by us, and may be
accessed and viewed by any
person at any time.

We do not establish any limitation
period since the Wallet Data itself is
not personal data, and we are not
able to identify any particular
individual. Please also note the
features of the blockchain data
processing outlined in this Privacy
Notice below.

If and to the extent we become able
to identify any particular person, we
will promptly update this Privacy
Notice and establish a certain
limitation period for processing the
Wallet Data.

Marketing Data As long as you remain a
subscriber.

You may unsubscribe from receiving
marketing and newsletter emails
from us at any time by (i) contacting
us; or (ii) using the respective
Substack functionality, or (iii) clicking
the unsubscribe button available at
the bottom of each marketing and
newsletter email. In this case, we
will delete your email address from
the respective marketing database.

Please note that administrative or
service-related communications
(email verifications, maintenance
notifications, etc.) are not
considered marketing and such
communications may not offer an
option to unsubscribe.

Analytical Data No storage period as the
Analytical Data is anonymous,
aggregated, and does not allow
for identifying any particular

If and to the extent we become able
to identify any particular person, we
will promptly update this Privacy
Notice and establish a certain



person against the visitors of the
Services.

limitation period for processing the
Analytical Data.

Contact Data For one (1) year from the last date
when you contacted us regarding
the same matter.

We set this retention period due to
the statutes of limitations
established in the Terms.

7. Data Sharing

General. We do not sell or rent out your data. However, we may share your personal data in accordance
with this Privacy Notice, applicable legislation, or with your consent, in each case for the purposes of and
if it is reasonably necessary:

(a) to provide you with access to the Services and performance of our undertakings with you;

(b) for compliance with the applicable laws and regulations; or

(c) for our legitimate interest to maintain, improve and develop the Services.

Please note that if we share any portion of your personal data with third persons, we will endeavour to
secure such transfer using appropriate legal, organisational, and technical measures.

Recipients. Given the purposes outlined above, your personal information is shared with the following
categories of recipients:

(a) Affiliates;

(b) analytical solution providers, such as Google Analytics;

(c) support and technical teams;

(d) marketing teams;

(e) hosting service providers;

(f) email delivery service providers, such as Substack;

(g) government authorities, upon their request or if necessary to comply with our legal
obligations;

(h) another entity if we sell or otherwise transfer the Services or their parts; and

(i) other third-party solutions, which may be from time to time integrated in relation to the
Services.

8. Features of Blockchain Data Processing

Please note that Wallet Data interacts with blockchain networks, which are public and decentralised, as
well as related infrastructure and software, including smart-contracts, that work autonomously. The data
entered into a public decentralised blockchain is distributed via the nodes that simultaneously store all
records entered into the blockchain.

https://marketingplatform.google.com/about/analytics/
https://substack.com/


When we say “decentralised”, we mean that there is no identifiable person or group of persons who
controls or operates the blockchain. When we say “public”, we mean that the data available on the
blockchain may be accessed by anyone and the access cannot be restricted.

By design, blockchain records cannot be changed or deleted, and are said to be “immutable”. Please be
aware that blockchain transactions are irreversible and information entered into a blockchain cannot be
deleted or changed. Therefore, your ability to exercise certain data protection rights or abilities may be
limited.

In addition, due to the nature of blockchain, the information that was entered in a blockchain will be
publicly available, and we will neither control such information nor manage access to it. If you carry out
transactions on blockchain networks, certain data, which may be considered personal, becomes publicly
available on such blockchains. The ultimate decision whether to transact on a blockchain or carry out any
transactions rests with you.

9. Automated Decision-Making

Automated decision-making is the process of making a decision by automated means without any human
influence on the outcomes. We do not make any automated decisions based on your personal data. If we
intend to process your personal data by any automated means, we will do our best to inform you about
the same prior to such processing.

10. Data Subject Rights

Verification. In case you wish to exercise your data subject rights, we may request certain information
from you to verify your identity and confirm that you are entitled to exercise such rights.

Blockchain Data Processing. Please note that when you interact with blockchain networks, you may not
be able to fully exercise certain rights that you may have pursuant to the applicable data protection
legislation with respect to the Wallet Data. For instance, we may not be able to ensure that your Wallet
Data is deleted, corrected, or restricted. You may learn more above in the Features of Blockchain Data
Processing section of this Privacy Notice.

Data Subject Rights. According to the applicable legislation, you may have the following rights:

Rights Description

Right to access your personal
data

You may ask us whether we process your personal data. If
we process your data, you may request certain information
about the processing activity and/or a copy of the personal
data we hold about you, and check that we are lawfully
processing it.

Right to rectification of the
personal data

You may have your incomplete or inaccurate data to be
completed or rectified. We may need to verify the accuracy
of the new data you provide to us.

Right to erasure of your
personal data (commonly known
as a “right to be forgotten”)

You may ask us to delete or remove personal data where
there is no good reason for us to continue processing it.



You also may ask us to delete or remove your personal data
where you have successfully exercised your right to object to
processing (see below), where we may have processed your
information unlawfully or where we are required to erase
your personal data to comply with local law.

Note, however, that we may not always be able to comply
with your request for erasure for specific legal or technical
reasons which will be notified to you, if applicable, at the
time of your request.

Right to object to processing of
your personal data

You may object to processing of your personal data when
the processing is not in compliance with the applicable
legislation. In some cases, we may demonstrate that we
have compelling legitimate grounds to process your
information which override your rights and freedoms.

Right to restrict the processing
of your personal data

You may ask us to suspend the processing of your personal
data in the following scenarios: (i) if you want us to establish
the data’s accuracy, (ii) where our use of the data is
unlawful, but you do not want us to erase it, (iii) where you
need us to hold the data even if we no longer require it as
you need it to establish, exercise or defend legal claims, (iv)
you have objected to our use of your data, but we need to
verify whether we have overriding legitimate grounds to use
it.

Request the transfer of your
personal data (commonly known
as a “right to the data
portability”)

Following your request, we will provide to you, or a third
party you have chosen, your personal data in a structured,
commonly used, machine-readable format. Note that this
right only applies to automated information which is
processed based on your consent or performance of a
contract with you.

Right to withdraw consent You may withdraw your consent at any time, where we are
relying on consent to process your personal data.

Right not to be subject to
automated decision-making

If and to the extent applicable, you reserve the right not to be
subject to a decision based solely on automated processing
of data, including profiling, which produces legal effects
concerning you or similarly significantly affecting you.

Right to file a complaint You may file a complaint with a relevant supervisory
authority in case we violate your rights or obligations
imposed on us under the applicable legislation. The relevant
supervisory authority will particularly depend on where you
are located.

11. Third-Party Links



The Services may include links and social media plugins to third-party websites and applications. Clicking
on those links or enabling those connections may allow third parties to collect or share certain data about
you. We do not control these third-party websites and applications, and are not responsible for their
privacy statements. When you leave the Service, we encourage you to read the privacy
policy/notice/statement of every website or application you visit.

12. Personal Data of Minors

The Services are not intended for the use of children (under 18 years old or older, if the country of your
residence determines a higher age restriction). We do not knowingly market to, solicit, process, collect, or
use personal data of children.

If we become aware that a child has provided us with personal information, we will use commercially
reasonable efforts to delete such information from our database. If you are the parent or legal guardian of
a child and believe that we have collected personal information from your child, please contact us.

13. Modifications and Updates of this Privacy Notice

We keep our Privacy Notice under regular review, and we may update it at any time. If we make any
changes to this document, we will change the “Last Updated” date above. Please review this Privacy
Notice regularly to check for the updates.


